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The Arm Architecture: Continually Innovating and Evolving
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Arm at All Stages in a Connected World
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Specialized Processing Is the Key to Compute Innovation
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A Balance of Standardization for Partner Success
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Introducing Armv9: The Secure Architecture for All Workloads
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Powering the next
300 billion chips
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Cortex CPU

Mali GPU

Ethos NPU

© 2021 Arm

L

Keyword
Detection

Pattern
Training

Voice and Image
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Video Super
Resolution

Of top businesses surveyed report
having ongoing investment in Al (1)

Of new enterprise apps will
embed ML by 2025®)

(1) NewVantage, 2020
(2) IDC FutureScape, 2020
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Extending Vector Processing for DSP, ML and xR Workloads
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Securing the Future

6 Trillion 5,400 75.4 Billion

US Dollars Attacks Connected loT Devices
Anticipated cyber crime Per month on average targeted By 2025 3
damages by 2021 (1) at loT devices (2
Pruse | Arm
Governments around the world see R | o e Gap
\ How collaboration will secure the future of loT

cyber crime as a leading threat to

national security
o

(1) 2019 Official Annual Cybercrime Report
(2) Symantec Internet Security Threat Report

(3) Statista
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PSA Certified ‘

Providing confidence in devices' security properties psacertified”

r

psacertified™

I level three

psacertified™
level two

* Standard security goals, threat models PSA Certified Levels
and architecture specifications

* Tiered certification scheme

* Regulation alignment
* >60 certified products from >35 partners

e

psacertified”
level one
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Arm Confidential Compute Architecture
Rise of computing as a distributed utility requires us to re-evaluate trust relationships
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Arm Confidential Compute Architecture introduces Realms —
securing the application and data away from the host system
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Confidential Compute in Action
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Arm Confidential Compute Architecture introduces Realms —
securing the application and data away from the host system
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“~70% of the vulnerabilities addressed through
a security update each year continue to be
memory safety issues”

Memory safety issues remain dominant

We closely study the root cause trends of vulnerabilities & search for patterns

% of memory safety vs. non-memory safety CVEs by patch year

Image: Matt Miller
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“...around 70% of our serious security bugs are
memory safety problems.”

High+, impacting stable

Security-related assert

Other

Other memory unsafety

Use-after-free
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Memory Tagging Extensions — introduced in Android 11 and OpenSUSE
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University collaboration on “CHERI” capability architecture

Technical Report i
Number 951

B UNIVERSITY OF
CAMBRIDGE

Computer Laboratary

Capability Hardware
Enhanced RISC Instructions:
CHERI Instruction-Set Architecture
(Version 8)

Code

October 2020

Control Flow

Integrity and
Provenance Validity

Bounds Monotonicity Permissions
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Morello: Major Program to Design New Processor Security
Digital Security by Design
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Armv9: Trusted Compute for the Decade Ahead

Creating
trust by protecting
data and code
throughout the
network

Addressing
partner requirements

Balancing
standardization for
purpose-built systems

Providing

the building blocks for . .
for ever-increasing

specialized workloads

the future of compute
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