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ernel 00000000000 D00O00OmcexecOOMcKernelOODOODOOODOOODOO
000O0D0O0000O0DObOO0OO00OdOMcecKernelOOOOOOOODOOOOODOODOOOO
0do0oDO0doodooDodoDoooooooo 2.3

1. mcexec O OstackO textOdataO bssUmmap OO0 000000000000 OO0O0OO
0000000000000 0000000000000McKernelDOOOOODOO
0000000000000 0000D0000000000000DOD0000OO000
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S mcexec ./a.out . The mcexec program is compiled with options -fPIE -pie

* The mcexec binary is loaded in the different address than the
regular a.out binary

* |t creates an a.out process in McKernel

* The a.out user virtual memory space in McKernel is shared
by the same address space in the mcexec process.

mcexec Process

mee phys mem. fa.out process
in Linux in McKernel
Regular a.out process CCOCOCO0000 On app. cores
0000000000000000 Memory mapped area is allocated in Xeon Phi
text, data, bss mmap area physical memory and shared by both processes mmap area
mmap area text, data, bss Hole
Hole
Stack
[Lsugiitisiania
stack Linux Kernel phys mem. on McKernel
FAFARO0OON0O0D | Space Linux cores Space
QOOOATFAFFAT
FAF800000000000
FAFAFAAFAAO0000
FAFAAFTO000

O 2.3: mcexec McKernel 00000000000 DOOOOOOO

OOMcKernel UODOOO0ODOOOOOOODOOOODOOOODOOODOODODODOO
gboobooooooboooob

. mcexecOOMcKernel 000D O0D0O0O0O0O0O0O0O0O0O0O0OD0OO0O0OO0OO Omectrl

gooooboooboboooboooooboboooooboobobboooooooobooboo
mmap () 0 00

. McKernel O O0ODOO0O0ODOO0OODOODO McKernelUDODOODODOOOOOOOO

goooooog

.mcexec O DOUODOODOOODOODOO McKernel UDODOODOOOODOODOODOODO

U000000Omecexec U0 OODOODODODODOODODODOODOOD Omeetrl OO
mcexecOOOOOOMcKernel OO OOOO0ODOOOOOOODOOOOOOOOOODO
O00OD0OMcKernel OO ODO0OOODOODODOOODOODOODOO mcexec OO
gooooooooood

O00Omcexecd McKernel 0O OOO0O IDODOOOOOOOOOD LinnkOOOOOOO
0000 IDOOO0OO0O0OO0OO0OO0O00O000O000n

1. mcexec OO OO McKernel OO OO0OOO0O0O00O0O00O mecexecODOOODO IDO
McKernel 000000 McKernel D OO OOOO

2. McKernel OO0 0000000000000 O0OO0OO mecexecOOOODOODOOODO
OO000O0O0ODOODOOO IDO McKernelOOODOOOO McKernelDOOOOODO
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2.1.3 00000

McKernelO McKernel U0 OO0 OO0 OUODO0OO0OOOOOODOOOODOOOOODODOO
O00000000OmcexecOOMcKernel 000000000000 OOOOOODOOO
OO000000D0O0OOMcKernelOOOOOOOO0OODOOOOO0DO LinuxOOOODOOOOO
O0Omcexecd McKernel U0 DO OODOOO0DOODOODOOODOODOODOOOOODOODODO
gbooboboboboboob

214 0O00OO0OOO

McKernel 00000000 Linux APIDOODOOODOODOOODOOODOOODODOO
gbobobobooooooooooon

1. McKernel OO ODOODOODOODOODOODODODODODO

2. McKernel 0D O0O0O0O0O0000 McKernel DOOOO0OOD0OD0LInuxOOO0OOO0OO
O0OO0OOMcKernelOOOOOOOO0OO0OO0OODOO0OOOOOOOOOOOOOOO
LinuxOOOOOOOOOIKCOOOOmecexecOOOOODOOOOOOODOOOO
ooooo

3. mcexec OO0 O00O000O000O0O0O0OO0O0O0O0OOOOOODOODDOOOIKCOO
00 McKernelOO OO

2.1.5 procfs/sysfs

McKernel 0 00000 Linux APIO OO procfs/sysfs 0000000 Oprocfs/sysfs
gooooooobobooboooo

e procfs/sysfs U0 OO0 UD0O0O0LInux 000000000000 McKernel 00O
0000000000000 DOCO00DOO000O0Omeetrl 0 Linux O procfs/sysfs O
obooboboooooouobooooboooooog

e McKernel 0O ODOOOO procfs/sysfs 00 00DOO0O0ODOOOOOOOOOOODO
U0000Db0O00D0O0OOmecexzecU0U0DO0OOODOOOODOOOODOONO LinuxUd
OO0000 McKernel UO0ODOO0O0D0O0O0OLnuxO0000000O0 LinuxODOOOO
OO00D0OO0DOO0OO00OMcKernelDOOOOOODOOOODOOODOODOODOO
00000000000 0UOMcKernelUDOODOODUOOOODOobOoDOobDOD

22 JU00oboooooon

IHK-master, IHK-slave U0 0000000000 0O00 2400000000000
ggboboobobooobobooobbooboboobooobobooobobobooboboooonoo
goooboobooboboobooboboboobobooboobooboboooboooboo
gbobobobobobobobo
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ihk

— cokernel IHK-slave module
|— attached Files for Host processor plus PCI-Attached Co-processor
configuration
‘ L— mic Files for Intel Xeon Phi architecture
L— include
| L— inhk
L smp Files for many-core processor only configuration
L— x86 Files for Intel Architecture
L— include
L— ink
— doxygen
— ikc IKC functions to be included in IHK-master and IHK-slave
L— include
L— ikc
— include
L sysdeps
mic
L— mic
— linux IHK-master module
— core
L— ikc -> ../../ikc
— driver Linux kernel module part
I— attached Files for Host processor plus PCI-Attached Co-processor
| configuration
L— mic Files for Xeon Phi
builtin Files for many-core processor only configuration
L— smp-x86 Files for Intel 64 processor only configuration using Linux kernel
module
— include
L— ihk
L— misc
— user User interface for IHK-master
— test

0 2.4: IHK-master, [HK-slave OO 00000000000

O0OMcKernel OO OOOODOO00OO0OOO0OOOOOODOOOODOOODOOOO
LnuxOOOOOOOODOOO McKernel DO OOO00000OmuitinO000O0O0OIOOO0O
O0 LnxOOOOO PCIDOOOO I/O000O0OOODODOODOOO McKernel OO0
Jddd00O0O0OattachedD00O0OO0O0OOOOODOOO00O0O0OOOOOOOOOOOODOOOO
builtin O attached D0 OO0 O0OOO0DOOODOOODODOO

mcctllmcexecOMcKernel DO OO0 000000 DOOOOO 250000
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mckernel
— arch
L— x86

— elfboot

r—— kboot

— kernel
’ L— include
L— inhk
L— tools
— doxygen
— executer
': include
kernel
L user
— kernel

— config
include
L— 1wk
— script

— 1ib
L— include
L— ihk

— test

Processor architecture dependent part of kernel functions

Files for Intel 64 architecture

ELF loader prepended to Kernel image for attached configuration
Kernel page preparation and ELF loader code prepended to Kernel
image for SMP configuration

Kernel functions

Scripts to boot/reboot/shutdown McKernel

mcctrl
mcexec
Processor architecture independent part of kernel functions

Scripts for creating a kernel image
Utility functions for kernel

0 2.5: mcctlOOmcexecOMcKernel OO OO OOOOOOOOO
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0 30 Interface for Heterogeneous
Kernels (THK)

McKernel OO0 OO0OO0ODOO0OODOODOOODOOODOOODOOODOOODOOOODOO
oooodobooboooobooooboooo0 Linxdooooboooobooooo
0000000000oO0O000UoOo0U0oOoO0 7Dooo0oU0b0o0ooO0o0ooooOoooo
oo ooobobbobobooobooboobbbobboobooon
00 OO O Interface for Heterogeneous Kernel (IHK) OO O OO OO0O0O0O0O0OO0OO00O0OOO
0000000000000 o00ooDoO0oob0o0b0o00 I HKOoODooooooo

3.1 Introduction

Interface for Heterogeneous Kernels (IHK) is a low-level software infrastructure, which
enables partitioning node resources and the management of lightweight kernels on subsets
of the resources. This section introduces the basic architecture of IHK and gives a brief
overview of its main components. An overview of the IHK architecture is shown in Figure
3.1.

1 or more_LWKs

Commodity OS5 [Light-weight il’.“i’gjli’t’-’\i\iéig'h'f';
IHK-Master Kernel Kernel
_ IHK-Slave ; IHK-Slave
Partition Partitioned ||| | [ Partitioned
Manager Execution |||!|| Execution |l:
I | O < | A <
[ Core |-+ | Core | [Core |-+ Core || Core || Core ]

0 3.1: Architectural overview of IHK components.

IHK categorizes kernels in two types: a master kernel and the slave kernels (i.e.,
lightweight kernels). The master kernel is a kernel that is booted in the node first through
the normal booting process, for example, booted from BIOS or UEFI, and is typically a
commodity operating system, it is Linux in the rest of this document. Slave kernels are
kernels that are booted from the master kernel. IHK’s components in the master and slave
kernels are called IHK-master and IHK-slave, respectively.

Resource partitioning, the management and bootstrapping of lightweight slave kernels
are implemented in IHK-master, while support for executing over a partition of resources
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i . Linux McKernel,
(1) One Linux partition +

ne McKernel partition
One McKernel partitio Core Core

Partition, Partition,
(2) One Linux partition +
M McKernel partitions for Job, Job, Joby
M jobs Linux McKernel, McKernel, McKernel,,
Partition; Partition, Partition, Partition,,,
Job, Job, Joby,
Linux McKernel, McKernel, McKernely,

(3) One Linux partition +

N McKernel partitions on | core ] core o Lcore
N cache coherency domains

for N jobs Partition, Partition, Partition, Partitiony,,

Cache coherency domain, Domain, Domainy

0 3.2: Supported configurations of dividing resources into partitions and binding them to
Linux and McKernel instances.

is implemented in THK-slave. A low-level communication facility called IHK-IKC is present
both in IHK-master and IHK-Slave.

3.1.1 0OO0gooboobodo

IHKOOOOODOODOoODOooDooooooooooooaoo

0000000000000 oo0oo0ooooooooooooooooooooo
00000000000 Fig. 3.2(1)000000000O0O00OOOUOoOOUoOoOn
O000Linux O McKernel DO OODOOO

0000000000000 oooo00oooooDooooooooooooOooo
000000000000 Fig. 3.2(2)U0000000000OoOO0OoOoOoOoooOoOO
0000000000 oO0oo0oU0o0DODO0DOD LinnxOOOD0DOO0OODODOOO
000000000000 McKernel DD OOOOO0DOODOOOOMcKernelOOOOODOO
00000000000 000D000000 LinuxOOODO McKernelDOOODOOOO
0o0DO0odoOOoOopoooOooSOoooooooOon

0000000000000 oooo00oooooDooooooooooooOooo
000000000000 Fig. 3.2(3) 00000000000 OO0OO0OOOOOOOOO
0000000000000 0000 LinuxOOOOODODOOOO McKernelOOOODO
0J0d00ooodo0o0oo0odoooooodo0oooooOoooooooooooon
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3.1.2 Quick Usage Example

This section shows a quick usage example of IHK’s resource partitioning functionality
and demonstrates the interaction with LWK instances in case of using the IHK-SMP x86
driver module. The IHK resource management modules are intended to be loaded at boot
time. There are two modules required during initialization, ihk.ko is the core IHK driver
which provides the basic management interfaces through device files (discussed below).
While ihk_smp_x86.ko is the actual node resource partitioner.

$ insmod kmod/ihk.ko
$ insmod kmod/ihk_smp_x86.ko

The above command line instructions load the master IHK core infrastructure module
followed by the SMP partitioner. The manycore device representing resources on an SMP
node can be then manipulated via ioctl() calls to the device file /dev/mcd0, for which the
ihkconfig command line tool is provided. The modules do not reserve any resources at
load time (except for a couple of small datastructures).

THK-SMP x86 uses the Linux kernel’s hotplug system to detach CPU cores from Linux.
In order to reserve CPU cores for the IHK framework, one needs to issue the following
command:

$ ihkconfig O reserve cpu=2-4,10

The example above reserves CPUs with logical IDs 2,3,4 and 10. For detailed expla-
nation on the CPU ID format see Section 3.2.1. Note that CPU 0 is not permitted to be
reserved for IHK and it always remains for use by Linux.

Similarly, memory can be reserved for the IHK framework using the following command:

$ ihkconfig O reserve mem=2048M

The number specified indicates the number of bytes, but it can be simplified with the
addition of standard metric prefixes (i.e., k, M, G, etc..). The above example reserves 2GBs
of physical memory. For simplicity, we have not specified NUMA related information here,
see Section 3.2.1.1 for NUMA specific memory allocation. In summary, at this point IHK
holds 4 CPU cores and 2 GBs of memory.

In order to actually load and boot a kernel image first an OS instance needs to be
created executing the following command:

$ ihkconfig O create
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After this command executed, a new device file (e.g., /dev/mcos0) is created that
represents the new OS. The ihkosctl tool enables us to configure a particular OS device
file, such as to assign node resources to it, upload a kernel image, or to boot the specified
OS kernel, etc:

$ ihkosctl O alloc cpu=2,3
$ ihkosctl 0 alloc mem=512M

For instance, the example above allocates CPU cores with ID 2 and 3 and a physically
contiguous memory region of 512MB to the OS device file with index 0. Specification for
CPU cores and memory follow the same format as used for IHK reservations.

$ ihkosctl O load lightweight-kernel.img

Using ihkosctl, the above instruction loads the specified kernel image. An IHK com-
patible kernel image is a standard ELF binary linked against the IHK slave provided library
so that it can interact with other components in the system. The method of building ker-
nel images will be discussed later. Finally, the kernel can be booted with the following
command:

$ ihkosctl 0 boot

ihkosctl provides a wide range of other functionalities, for instance to display the
kernel message log of the corresponding OS device one could invoke:

$ ihkosctl O kmsg

As it has been shown above, using ihkconfig and ihkosctl one can create OS in-
stances and assign resources to them. In case of multiple lightweight kernel instances,
resources need to be assigned for each instance separately:

ihkconfig O create
ihkosctl 0 alloc cpu=2,3
ihkosctl 0 alloc mem=512M
ihkconfig O create
ihkosctl 1 alloc cpu=4,10
ihkosctl 1 alloc mem=512M

€ hH H BH H &H

Following our example for the previous section, the above example shows how to create
two OS instances and assign part of the resources to each. As seen, the second OS instance
can be referred to as index 1 in the ihkosctl command.

In continuation to the example related to multiple kernels above, the following com-
mands show how one could specify different kernel images for two separate partitions:

$ ihkosctl O load lightweight-kernel.img
$ ihkosctl 1 load lightweight-kernel-with-NVM-support.img

Specifically, this example loads a kernel image to the partition denoted by index 1,
which has support for non-volatile memories.
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3.2 LWK Management in Linux

This section discusses the functionalities and components of IHK-master and details
its interface. The resource partitioning mechanism provided by the implementation in the
Linux kernel is also explained.

ITHK-master consists of two types of modules. THK-master core provides the basic IHK
framework and management infrastructure. It is required for registering/removing the so
called THK-master drivers (discussed below) and provides administration interface through
device files and ioctl() APIs for:

e Managing devices.

e Managing OS kernel instances.

In particular, the THK-master core module enables in-kernel interfaces (by means of
exporting a set of IHK specific Linux kernel functions) which allow registration and de-
registration of IHK-master drivers.

IHK-master drivers represent resources, such as CPU cores of an SMP chip along with
the physical memory of the given node or PCI-Express attached co-processors. Specifically,
the current IHK implementation in Linux provides two types of IHK-master drivers:

e [HK-attached: Enables configuration and interaction with a co-processor attached
through PCI Express, at this moment only the Intel Xeon Phi is supported.

e /HK-SMP 286: Represents a virtual device that enables partitioning CPU cores of an
x86 (Xeon) SMP chip as well as the physical memory attached to the node among OS
instances.

Note, that neither the IHK-master core module, nor the IHK-attached /SMP x86 drivers
require any modifications to the Linux kernel.

IHK-master drivers support the abstraction of IHK devices, which essentially represent
resources. On top of IHK devices one can create IHK OS instances and use the framework
to assign a set of the underlying resources to the particular OS instance. As we mentioned
earlier, IHK exposes its management interface via device files which in turn can be controlled
with specific command line tools. To demonstrate the actual execution steps of an IHK
device registration and the creation of an OS instance consider Figure 3.3.

3.) create OS req
(}gw{gh ioctl() using ihkconfig)

IHK-master driver

(attached, builtn, etc..) /dev/mecd0
/dev/imcos0

4
1.) register ! e
(i.e., load module) H 2) ereate ’/' 4.) create
IHK-master core

0 3.3: Execution steps of IHK-master driver registration and device file creation.
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The initial state of the figure is right after the core IHK modules has been loaded. The
following four steps are then highlighted:

1. Load an IHK-master driver module, which automatically registers itself into the IHK

framework.

2. The IHK framework creates the /dev/mcd0 device file, which will represent the re-
sources accessible through the inserted IHK master driver.

3. Use the ihkconfig command line tool (discussed in detail below) to request creation
of an OS instance, which in turn does an ioctl() call on the specified THK device.

4. The THK framework creates /dev/mcos0 device file, which represents an OS instance
on top of IHK device /dev/mcdO.

Note the index 0 in the file names of /dev/mcd0 and /dev/mcos0. The THK framework
allows registration of multiple IHK-master drivers as well as the creation of multiple OS
instances over a specific IHK device. The index of the corresponding device file is assigned

0s 0
/dev/mcos0
0S 1
/dev/mcos1

by the framework automatically.

Device 0
/dev/mcdO

Device 1
/dev/imed1

Device 2
/devimcd2

0Ss 2
/dev/mcos2

0Ss3
/dev/imcos3

/1

0S4
/dev/imcos4

0 3.4: Relation between IHK devices and OS instances.

To emphasize the relation between OS instances and IHK devices see Figure 3.4. As

shown, /dev/mcdl has multiple OS instances on top of it.

3.2.1 Command Line Tools for Resource Partitioning and LWK Manage-

ment

This section discusses the two main command line tools provided by the IHK frame-
work. Both of these tools interact with specific device files via ioctl() calls, but since users
are advised (although not restricted) to use these tools instead of the ioctl() interface di-
rectly, we discuss the usage of the tools themselves.

3.2.1.1 ihkconfig: Resource Partitioning Tool

ihkconfig is responsible of providing a simple interface for interacting with IHK device
files, i.e., those named as /dev/mcdX. Note that although the in-kernel IHK device structure
has various operations, such as initialization/un-initialization and specific memory mapping
APIs used for mapping remote memory of a device to the Linux kernel, there are only a
few operations exposed to the user-level ihkconfig. These operations are the following:
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3.2.1.1.1 Reserve CPU cores

This operation enables reservation of specific CPU cores for the IHK framework and it has
the following format:

ihkconfig <dev index> reserve cpu=<CPU id list>, where <dev index> identi-
fies the IHK device file that appears as the result of the insertion of the IHK-master driver
module, and <CPU id 1list> is the following format: <CPU logical id>,...,<CPU logical
id> or <CPU logical id> - <CPU logical id> (must be a positive range in ascending
order) or a mixture of the two: <CPU logical id>,...,<CPU logical id> - <CPU logical
id>. CPU logical ID begins at 0 and the maximum value is "number of CPUs in system -
1”. An actual example of usage would be:

$ ihkconfig O reserve cpu=24-31

The reserve operation may be executed multiple times adding CPU logical ID cores as
required.

3.2.1.1.2 Query CPU cores

This operation enables querying which CPU cores the THK framework has reserved and it
has the following format:

ihkconfig <dev index> query cpu, where <dev index> identifies the THK device
file that appears as the result of the insertion of the IHK-master driver module.

The command returns the list of CPUs in the same format as the above reservation
code.

3.2.1.1.3 Release CPU cores

This operation releases the specific CPU cores from the IHK framework and it has the
following format:

ihkconfig <dev index> release cpu=<CPU id list>, where <dev index> identi-
fies the THK device file that appears as the result of the insertion of the IHK-master driver
module, and <CPU id list> is the following format: <CPU logical id>,...,<CPU logical
id> or <CPU logical id> - <CPU logical id> (must be a positive range in ascending
order) or a mixture of the two: <CPU logical id>,...,<CPU logical id> - <CPU logical
id>. CPU logical ID begins at 0 and the maximum value is "number of CPUs in system -
1”7. An actual example of usage would be:

$ ihkconfig O release cpu=24-31

The release operation may be executed multiple times removing CPU logical ID cores
from THK as required.
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3.2.1.1.4 Reserve Memory 1

This operation enables reservation of memory for the IHK framework and it has the following 2
format: 3

ihkconfig <dev index> reserve mem=<amount of memory>, where <dev index>iden- 4
tifies the IHK device file that appears as the result of the insertion of the IHK-master driver s
module, and <amount of memory> is given in the following format: X[M|G|T] [@Y], where &
X is a decimal number denoting the number of bytes requested, unless one of the standard 7
metric prefixes is attached (i.e., M as Mega, G as Giga, or T as Terra), in which case it stands s
for the specified metric. Moreover, the optional @ symbol that can be followed by a decimal o
number denotes the targeted NUMA node, where the default NUMA node is 0. An actual 10
example of usage of allocating 2 Gigabytes from NUMA node 1 would be: 1

$ ihkconfig O reserve mem=2G0O1 12

The reserve operation may be executed multiple times adding physical memory as 13
required. The operation may fail in case the system wide available memory is less than the 14

amount requested. 15
3.2.1.1.5 Query Memory 16
This operation enables querying which CPU cores the IHK framework has reserved and it 17
has the following format: 18

ihkconfig <dev index> query mem, where <dev index> identifies the IHK device 19
file that appears as the result of the insertion of the IHK-master driver module. 20

The command returns the list of memory regions in the same format as the above =2
reservation code. 2
3.2.1.1.6 Release Memory 23
This operation releases memory from the IHK framework and it has the following format: 24

ihkconfig <dev index> release mem=<amount of memory>, where <dev index>iden-zs
tifies the IHK device file that appears as the result of the insertion of the IHK-master driver 26
module, and <amount of memory> is given in the following format: X[M|GI|T] [@Y], where 27
X is a decimal number denoting the number of bytes, unless one of the standard metric 2s
prefixes is attached (i.e., M as Mega, G as Giga, or T as Terra), in which case it stands for 2
the specified metric. Moreover, the optional @ symbol that can be followed by a decimal 3o
number denotes the targeted NUMA node, where the default NUMA node is 0. An actual =
example of usage would be: 32

$ ihkconfig O release mem=1GO1 33

The release operation may be executed multiple times freeing physical memory as 34
required. The operation may fail in case the IHK reserved memory is less than the amount 35

requested. 36
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3.2.1.1.7 Create OS instance

This operation enables the creation of an OS instance over the specific IHK device and it
has the following format:

ihkconfig <dev index> create, where <dev index> identifies the THK device file
that appears as the result of the insertion of the IHK-master driver module. An actual
example of usage would be:

$ ihkconfig O create

Unless an error occurs, the command returns an index X which will denote the specific
OS device file with path name of /dev/mcosX.

3.2.1.1.8 Destroy OS instance

This operation enables the destruction of an OS instance over the specific IHK device and
it has the following format:

ihkconfig <dev index> destroy <os index>, where <dev index> identifies the IHK
device file that appears as the result of the insertion of the IHK-master driver module and
<os index> identifies the OS index that has been returned after the OS creation operation.
An actual example of usage would be:

$ ihkconfig O destroy 2

TODO: explain when failure may occur.

3.2.1.2 ihkosctl: LWK Management Tool

ihkosctl is responsible of providing a simple interface for interacting with THK OS
instance device files, i.e., those named as /dev/mcosX.

3.2.1.2.1 Assign CPU cores

This operation enables the assignment of CPU cores to an OS instance and it has the
following format:

ihkosctl <os index> assign cpu=<CPU id list>, where <os index> identifies the
OS index that has been returned by the OS creation operation, and <CPU id 1list> is the
following format: <CPU logical id>,...,<CPU logical id> or <CPU logical id> - <CPU
logical id> (must be a positive range in ascending order) or a mixture of the two: <CPU
logical id>,...,<CPU logical id> - <CPU logical id>. CPU logical ID begins at 0 and
the maximum value is "number of CPUs in system - 1”. Note that only CPU logical IDs
which have been reserved for the IHK framework are available. An actual example of usage
would be:

$ ihkosctl O assign cpu=2-8

In which example, CPU cores 2,..,8 are assigned to OS instance 0.
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3.2.1.2.2 Assign Memory

This operation enables the allocation of physical memory to an OS instance and it has the
following format:

ihkosctl <os index> assign mem=<amount of memory>, where <os index> identi-
fies the OS index that has been returned by the OS creation operation, the THK OS in-
stance’s index that has been returned as the result of the creation operation, and <amount
of memory> is given in the following format: X[M|G|T] [@Y], where X is a decimal number
denoting the number of bytes requested, unless one of the standard metric prefixes is at-
tached (i.e., M as Mega, G as Giga, or T as Terra), in which case it stands for the specified
metric. Moreover, the optional @ symbol that can be followed by a decimal number denotes
the targeted NUMA node, where the default NUMA node is 0. Note that only memory
which have been reserved for the IHK framework is available. An actual example of usage
would be:

$ ihkosctl O assign mem=512M01

In which example, 512MBs memory from NUMA node 1 is assigned to OS instance 0.

3.2.1.2.3 Load kernel image

This operation enables loading a specific kernel image into an OS instance and it has the
following format:

ihkosctl <os index> load <filename>, where <os index> identifies the OS index
that has been returned by the OS creation operation, <filename> specifies the path to the
kernel image intended to be loaded for the OS instance. An actual example of usage would
be:

$ ihkosctl O load /home/example/lwk/kernel.elf.img

In which example, /home/example/lwk/kernel.elf.img is loaded. As mentioned earlier,
an THK compatible kernel image is a standard ELF binary linked against the IHK-slave
provided library so that it can interact with the other components in the system. The
method of building kernel images will be discussed in Section 3.3.

3.2.1.2.4 Set kernel arguments

This operation enables assigning kernel command line parameters to an OS instance, which
will be passed to the kernel during boot. It has the following format:

ihkosctl <os index> kargs <kernel arguments>, where <os index> identifies the
OS index that has been returned after the OS creation operation and <kernel arguments>
is a list of comma separated values. An actual example of usage would be:

$ ihkosctl O kargs foo=bar,foo2=bar2

In which example, foo=bar and foo2=bar2 are the boot time arguments.
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3.2.1.2.5 Boot kernel

This operation instructs the OS instance to boot the kernel image specified earlier. It has
the following format:

ihkosctl <os index> boot, where <os index> identifies the OS index that has been
returned after the OS creation operation. An actual example of usage would be:

$ ihkosctl O boot

3.2.1.2.6 Display kernel message

This operation obtains the kernel message buffer from the OS instance. It has the following
format:
ihkosctl <os index> kmsg, where <os index> identifies the OS index that has been

returned after the OS creation operation. An actual example of usage would be:

$ ihkosctl O kmsg

3.2.1.2.7 Shutdown kernel

This operation instructs the OS instance to shut down. It has the following format:
ihkosctl <os index> shutdown, where <os index> identifies the OS index that has

been returned after the OS creation operation. An actual example of usage would be:

$ ihkosctl O shutdown

3.3 System Programming Interface for LWK

This Section discusses the system programming interface (SPI) for LWK which makes
it easy to perform tasks needed to run your own LWK. This chapter guides the user through
by explaining the tasks needed and which of them are performed by IHK and which tasks
should be implemented by the user. They are explained by going through the tasks needed,
that are grouped into those needed when booting the LWK and those needed after LWK

enters its main routine.

3.3.1 Booting LWK

Fig. 3.5 explains the steps for Linux to boot an LWK using THK. All of them are
performed by IHK. A special care is needed for the location of the trampoline code. That
is, the trampoline code must fit in 20-bit address space because IPI is used to make the
first LWK core jump to the trampoline code and 20-bit representation is used for the
address in the IPI. A patch to Linux reserves the memory area at boot time in the current

implementation.
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@ [HK-master as Linux patch
1) Reserves physical memory for a trampoline code
for LWK running on the first core when booting
Linux

@ IHK-master as Linux driver
1) Reserves physical memory for temporal page table for LWK
running on the first core
2) Reserves physical memory for the LWK and loads the ELF'
image on the memory area
3) Sets up the page table and fills the page table information
in the trampoline header
4) Issues IPI to the first core

’ Physical Memory

Lower
address

Linux Kernel

. . . Trampoline code areas for LWK,
@ Trampoline code running on the first LWK core whose address is below than 20-bit
1) Changes the 64-bit mode
2) Starts the virtual addressing mode
3) Copies the trampoline code in the ELF image to the area
whose address is passed by the IHK-master
4) forall other cores {
1)  Fills the page table information in the trampoline
header
2) Issues IPI to the core
3) Waits for starting the core
}

1) Jumps to the LWK main routine

20-bit address
space boundary

Temporal page table for LWK on
the first core

ELF image
contains trampoline code for the
rest of cores

@ Trampoline code running on the remaining LWK cores
Memory area for the LWK

1) Changes the 64-bit mode

2) Starts the virtual addressing mode
3) Notifies the first core

4)  Jumps to the LWK main routine

Higher address

O 3.5: Booting sequence of cores for LWK.

Another special care is needed for the location of the temporal page table. That is, the
page table must fit in 32-bit address space because the control register (CR3) has 32-bit
width when a core is in 32-bit mode in the early phase of the trampoline code.

3.3.2 After Entering LWK Main Routine

When the IHK-slave passes the control to the LWK main routine, it is given the physical
address of the kernel arguments as the first argument, the physical address of the kernel
text as the second address. One page is allocated as its stack area and the stack pointer
points to it. Fig. 3.6 shows the memory map set at this timing. The virtual address range of
[f£ff ffff 8000 0000, ffff ffff ffff ffff] points the LWK kernel image in physical
address space and the virtual address range of [0000 0000 0000 0000, 0000 £f£80 0000
0000] points to the same address range in physical address space. LWK developer is
recommended to create its own memory map based on this mapping.

The user implementation can retrieve the resource partition information and kernel
argument from Linux, passes kernel-message buffer to Linux and boots another LWK core
using the following THK functions. These functions assume that the virtual address range
of [ffff ffff 8000 0000, ffff ffff ffff ffff] points to the LWK kernel image.
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0 3.6: Memory map when the LWK core enters LWK main routine.

3.3.2.1 ihk get_physical memory_ranges

ihk get_physical memory_ranges is called by LWK and obtains the information of
memory partition assigned by the IHK-master.

Synopsis

struct ihk memory range *ihk get_physical memory_ranges(int *nranges);

nranges output Number of memory ranges

Description

The partition is represented by a set of the physical memory ranges. The function
returns a set of (address, size) to support the case where available memory range is split

because there are unusable ranges reserved by BIOS.

ihk_memory_range

ihk_memory_range represents memory range.

struct ihk_memory_range {
unsigned long addr;

unsigned long size;

};
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addr is the start address of a memory range. (addr:zero, size:zero) is used for the

terminator. size is the size of the memory range.

Return Value

(zero, zero)-terminated array of (address, size)

3.3.2.2 ihk get_core_ids

ihk get_core_ids is called by LWK and obtains the set of cores which IHK-master
assigned to the LWK.

Synopsis

uint64_t *ihk get core_ids(int *nelems);

nelems output Size of the bitmap measured in 64-bit unit

Return Value

A pointer to a bitmap array which represents core-set available to IHK-slave

3.3.2.3 ihk _get_kargs

ihk_get_kargs is called by LWK and obtains the kernel arguments given by the THK

master.

Synopsis

char *ihk get kargs();

Return Value

A pointer to the kernel argument string

3.3.2.4 ihk set _kmsg

ihk _set_kmsg is called by LWK and tells the IHK-master kernel message buffer.
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Synopsis

int ihk set kmsg(unsigned long addr, unsigned long size);

addr input Address of kernel message buffer in physical address space on the caller
side
size input Size of kernel message buffer

Return Value

Zero on success or error number on error

3.3.2.5 ihk_remote_physical_to_local_physical

ihk remote_physical_to_local_physical is called by Linux and translates a physical
address on the processor on which LWK is running into a physical address on the processor

on which Linux is running.

Synopsis

unsigned long ihk remote_physical_to_local _physical(ihk os_t os, unsigned
long rphys);

0s input OS on the remote side. Zero means Linux.
rphys input Physical address on the remote side
size input Size of the memory area

Description

This function is required only in attached mode. For example, Linux running on Xeon
obtains a physical address of LWK running on Xeon Phi and translate it into the physical
address of Xeon using this function.

ihk_os_t

ihk_os_t represents an OS. An THK user can treat it as an opaque type.

Return Value

Address in physical address space on the local (caller) side
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3.3.2.6 ihk_boot_cpu

ihk boot_cpu is called by LWK and boots another core.

Synopsis

int ihk boot_cpu(int cpu.-id, unsigned long start, unsigned long pt, unsigned

long sp);
cpu_id input Physical APIC CPU ID
start input Virtual address of entry point
pt input Physical address of page table
sp input Virtual address of stack pointer

Return Value

Zero on success, error number on error

3.4 Inter-Kernel Communication (IKC)

This chapter discusses Inter-Kernel Communication (IKC) which provides communica-
tion facilities among the Linux and LWKSs. IKC uses peer-to-peer message based commu-
nication. Two kinds of channels, which we call the master channel and the regular channel,
are used for the communication. A master channel connects Linux and an LWK and serves
as a control channel for creating regular channels and destroying channels. An regular chan-
nel is created by connection request from LWK to Linux through the master channel and
serves as an general communication channel. The reception is perfomed either by explicitly
calling non-blocking receive function or by notification (IRQ) and call-back mechanism.

3.4.1 Creating Master Channel

The master channel should be created before its use by using the following function.

3.4.1.1 ihk_ikc_master_init on IHK-master

ihk_ikc_master_init is called by Linux and initializes the master channel.
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1 Synopsis

> int ihk_ikc master_init(ihk_ os_t os);

4 0s input Structure representing remote OS

s Return Value

6 Zero on success, error number on error
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3.4.1.2 ihk_ikc_master_init on IHK-slave

ihk_ikc master_init is called by LWK and initializes the master channel.

Synopsis

void ihk_ikc_master_init(void);
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3.4.2 Creating Regular Channels

A regular channel is created by making Linux listen to connection requests and making
LWK send connection request to Linux through the master channel using the following

functions.

3.4.2.1 ihk_ikc_listen_port

ihk_ikc_listen port is called by Linux or LWK and make it listen to connection
requests through the master channel.

Synopsis

int ihk ikc_listen port(struct ihk ikc_listen param *param);

param inout in Channel parameters

out CPU ID of the caller (recv_cpu)

Description

It allocates receive queue if rq is NULL.

ihk_ikc_listen_param
ihk_ikc_listen_param specifies parameters for a channel to be created.

struct ihk_ikc_listen_param {
int (*handler) (struct ihk_ikc_channel_info *);
int port;
int pkt_size;
int queue_size;
int magic;

int recv_cpu;
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handler A function called when accepting an incoming connection request and prepares

ihk_ikc_channel_info.

port Port number

pkt_size Packet size

queue_size Queue size

magic Magic number for identification of the communication initiator
recv_cpu CPU ID of the listener

An THK user must set the first four fields before passing it to ihk_ikc listen _port. The
THK user must define function which is set to handler field of this structure. The func-
tion is called when accepting an incoming connection request. The function must sets
packet handler field of ihk ikc_channel_info. The value of the field is then copied to
handler field of ihk_ikc_channel desc and becomes the call-back function which is called
when detecting an arrival of a packet. This accept-time call-back mechanism is used to
create a table which is indexed by a CPU ID and returns the channel bound to the CPU.

ihk_ikc_channel_info

ihk_ikc_channel _info is a intermediate object used by the accept-time call-back func-
tion to pass the packet-arrival-time call-back function to the channel.

struct ihk_ikc_channel_info {
struct ihk_ikc_channel_desc *channel;
ihk_ikc_ph_t packet_handler;

};

channel is only used internally. packet_handler is a intermediate pointer which points
to the packet-arrival-time call-back function. An IHK user must define a function which
manipulates the packet_handler field as described in 3.4.2.1.

Return Value

Zero on success, error number on error
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3.4.2.2 ihk_ikc_connect

This function is called by LWK and sends a connection request via the master channel.

Synopsis

int ihk_ikc_connect(ihk os_t os, struct ihk_ikc_connect_param *p);

0s input Structure representing remote OS
p inout in Channel parameters

out New channel (channel)

Description
ihk_ikc_connect_param
ihk_ikc_connect_param specifies the parameters for the channel to be created.

struct ihk_ikc_connect_param {
int port;
int pkt_size;

int queue_size;

int magic;
ihk_ikc_ph_t handler;
struct ihk_ikc_channel_desc *channel;
s
port Port number
pkt_size Packet size
queue_size Queue size
magic Magic number for identification of the communication initiator
handler Packet handler called when calling ihk_ikc_recv_handler
channel Channel descriptor which is set when connected

An THK user must set port, pkt_size, queue_size, magic, handler fields. channel
field is set to the descriptor of the channel.

ihk_ikc_channel _desc

ihk_ikc_channel _desc represents an IKC channel. A THK user can treat it as an

opaque type.
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Return Value

Zero on success, error number on error
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3.4.3 Send and Receive

A kernel can send packets to the peer kernel and detect an arrival of an incoming
packet by call-back function mechanism using IRQ. A kernel can choose whether or not to
copy out the received packet from its internal buffer. That is, it can select to copy out the
packet to a specified buffer and then manipulate the packet or to manipulate the packet in
the internal buffer. This send and receive are performed using the following functions.

3.4.3.1 ihk_ikc_recv_handler

ihk_ikc_recv_handler is called by Linux or LWK and registers a call-back function
and an argument passed to it. The call-back function is called when detecting an arrival of
a packet.

Synopsis

int ihk ikc_recv_handler(struct ihk_ikc_channel desc *channel, ihk ikc_ph_t

h, void *harg, int opt);

channel input Pointer to the structure representing an IKC channel
h input Function pointer to a handler
harg input Pointer passed to the handler

Description

This function sends one notification message to the remote side (e.g. sends an interrupt)
after handling all of the arrived packets. It is unsafe to read memory area for the packet
outside the handler when setting NO_COPY. It is safe when not setting NO_COPY because
the arrived packet is memory-copied to user buffer for that case.

Return Value

Zero on success, error number on error
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3.4.3.2 ihk_ikc_ph_t

ihk_ikc_ph_t represents the call-back function which is called when detecting an arrival
of an incoming packet.

typedef int (*ihk_ikc_ph_t) (struct ihk_ikc_channel_desc *, void *, void *);

It takes the descriptor of IKC channel as the first argument, the address of the incoming
packet as the second argument and harg passed by ihk_ikc_recv_handler as the third
argument.

harg supports the use case where an IHK user can bind an abstracted channel structure
used in the ITHK user module to the IKC channel so that the handler can identify the
abstracted channel through which the packet has arrived. A reverse search table which
returns the abstracted channel given the IKC channel ID is needed if harg is not passed
down to the call-back function.

3.4.3.3 ihk_ikc_send

ihk_ikc_send is called by Linux or LWK and sends a packet through an IKC channel.

Synopsis

int ihk ikc_send(struct ihk_ikc_channel desc *channel, void *p, int opt);

channel input IKC channel
p input Address of the outgoing packet
opt input Option

Description

This function sends a notification message to the remote side (e.g. sends an interrupt)
unless IKC_NO_NOTIFY bit of opt is set to one. It is safe to overwrite memory area pointed
by p after calling ihk_ikc_send because the packet is memory-copied before sending. It is
the IHK user’s responsibility to perform flow control.

Return Value

Zero on success, error number on error
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3.4.4 Disconnecting Channels

An IKC channel is disconnected by making LWK send a disconnection request to Linux
through the master channel. It can be destroyed after it is disconnected. They are performed

by using the following functions.

3.4.4.1 ihk_ikc_disconnect

ihk_ikc_disconnect is called by Linux or LWK and disconnects an IKC channel.

Synopsis

int ihk_ikc_disconnect(struct ihk_ikc_

C input IKC channel

Return Value

Zero on success, error number on error
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3.4.4.2 ihk_ikc_destroy_channel

ihk_ikc_destroy_channel is called by Linux or LWK and destroys the instance of the
master IKC channel or a regular IKC channel.

Synopsis

void ihk_ikc_destroy_channel( struct ihk_ikc_channel_desc *c);

C input IKC channel
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Virtual address . Virtual address
Physical

File in Linux space of space of
mcexec memory McKernel process
App text
App data/bss
[mckernel] App heap
App mmap
[mckernel] App stack
mcexec mmap
mcexec text
mcexec data/bss Not used
(1) mcc;tr} creates a file and mcexec heap
mmap it in a way that mcctrl
can capture page faults mcexec stack
occurring on the VM areas
of McKernel process

(2) mcctrl asks McKernel to obtain physical page if needed and then
copy page table entry of McKernel process to page table of mcexec

0 4.1: How mcexec hooks page-faults occuring on VM areas of McKernel process and
maintains the same page table entries in the page table of mcexec as in the page table of
McKernel process.

4.2 Memory Management
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McKernel OO0 OO0 O000O0O0O0O0OO0OOOOOODOODOODOODO0ODOOO0ODOODOODO
gobooboobobooboon

gbobogbboobboobuoooboobobuoobbooboooboooboo
goobooobooobooooogo

l. ooboboooobobooboboobobobooboooooooboboboonon
goog

2. mectrlDO00000DOD0OO00OO00ODOO0O0OOODOOOODOODOO McKernel OO DO
goobooooooooooooooo pTEODOOOOO

. PTEOD0ODOUODOODO0ODOO0DO0ODOO0ODO0ODOODbOO0bODbDODbODbODbOD

(a) mectrl 000000000000 OODO response page 1 0000000000
U00000000 STATUS PAGEFAULTU DD OOOOOODODDODOOOOOODO
ooo

(b) McKernel 0 OSTATUS_PAGE_FAULTU O OO OOOOO0OOOODOODO Oresponse
page U OOOOOOODODOOOOOUOOUOOOOODODOOODOOO

(¢) McKernel 000000000000 O0O0OOOrequest page0 00000000
000000000 00IKCOODOODO SCD.MSG_SYSCALL_ONESIDE[I OO O OS
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(d) mectrl O OIKCO OO OO SCD_MSG_SYSCALL_ONESIDE U O O O O O request page
ooboooobooboooobooboboooD2D0 PTECODOOOODODO

4. mectrlOO0DO0OO0O PTEODOOOODOOODOOOOOOOOOOOOODOOOODO
goo

5. mectrl U0 Linux O OO OO0D0OO0OOOOOOOODOOO

6. 000000ObO00o0oobbO0o0ooboooobobooobobooboobobbooon
McKernel 0O0O0O00OOOOOOO0ODOOODOOOOOOODO

McKemmel D UODO000Ommmap) D O0O000OD0O0O0O0OODOOO0OODOODOO
MADVREMOVEO OODDO madvise(O OOODOOOOODOOCOOODOOOOODOOOODOOO
goobobbooooooobbbbibo0ooobbbDOOmecexecU00OOODODOOOOO
Oo0DOo00o0obOoOO0OMcKernelDODODOOOOODOOOOODOOOOODOOOOO
gobooooboooobooobooobobooobboobooboooboooooooooo
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0000000000000 00000mectrl 00000000 OODOOODO copy-on-write
00000000000 0b0o0DO0obOo0bO00b0bO0bUO0obDOMceKernelOOODOODO
UooooooobobobOn eager copyU OO OO

4.2.1.2 000O0O0ODOOO

000000000000 DO0OO0OC0ODODO0OOMcKernelOOOOODODOO
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Ub00b0b0obob0obob0b00OOmeexec 00000 O0DO0DOO0DOUO0 mmap O
Ubb00OmecexecUDOUOUOOOOOOOOOOOODOOOOOO

mcexec [l main thread 0000000000000 OO0OOOOO0OOOOOOO McKernel
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dodoooOooooooooooooooOdb0bOobOobOOooOobOOoooOobOobOooDao
0do0o00d0ooo00ooOo0o0oooooDo0oobOo0oooooooDoooooooooa
0000000000000 mmap0 00000000 DOOOODOOOODOOODODOO
O0mmap 0000000000000 O0O0O0O0O0O0O0O0O0O0OOOODODODOODOOOOO0OO0O
00000000 mcexec OO OOODODODOOOOODODDODOODOOOOOOOOO %DD
000o000oDb0o0oooOooooooooooon %DDDDDDDDDDDDDDDDDD
gooad

O00OmcexecO OO RLIMIT.STACKO McKermel 00O OO OO RLIMIT_STACK O [0
O000000OOmecexecO O OO RLIMITSTACKOOODODOOOOO1GIBOOOODOOO
1I0MiBOOODOOOODO exeexOUOODODOOOOODODODOODOOODODOOODOOOmcexec
000000oooDooobooOo0000ooddMceKernelDOOOOOOOOOOO mcexec
000000000 RLIMITSTACKOOODOOOOODOOOODOMcKernelOOOOODOO
RLIMIT STACKOOUOUOOOO mecexecO OO OOOOOO RLIMITSTACKOODOOOOOO
good

mcexec1 OO0 1GBOODOOODOOODODOOOOOODODOODOODODODOOODOODOOO
0do000d0oo000oOo0oooOo0odo0oOo0obOo0oooooooDoOooDoDoooooa
dooodooopooooooooad

4.2.2 THK-MasterO0 OO IHK-Slave OO OO QO OO
4.2.2.1 OJ0O000OOOOODOOOOODOOOO

00000000 livibverbs 0000000000000 OOOOOODO I/OCDODO
O00LinuxO00 McKernel OO OOOO0O00OOO0OO0ODOOODOd0ctlOOOODOODO
00000000000 I/O000000000000000000D0UUDOoOoOOOO
ocoooOO0ooOOO00o0o0oooOoOOOO0O0Oo0OoooOoOOOOOoOoOooDooODOOOO
0000000000000 000LInux000000000000000O0dLinuxd RAM
000000000000 0000D0000000D0LInuxd RAMODOODOODOOODO
00000 McKernel 0 OOOOOOOO0OOODODOOOCOOOOOODODDOOODOOOO

0O000OIHK-Masterd IHK-Slave 0 0 00000000 Linuxd O _get_free_pages()
O0oooo0oDo0O0O000_getfreepagesO U LinuxO0O000O00000OODO 102400
gooooooooOoOoOooooooO0OoOooOoboOoO0UoOooOoOOoOoOoOoOoooOoooOo
O0IHK-Slave 000000000000 OOOOODOODOODOODOODOOO

_get free pagesO UUUOUODO0ODOOODOOODUODDOODODOODODODOUOBoot
Memory Allocator [0 Contiguous Memory Allocator 000 0000000000000 O0O
gooooooon

4.3 System Calls

McKernel 0OSODO0O0O0OO0O0O0DOLInuxO00O000OOO0DOO0ODOOO0ODOOO
O0D0000 McKernel DOOOODOOODOOOOOOODOODOOODOODOOODOO
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0 4.1: McKernel OO DO OOO0OOOO0DOOODOOOODOODO

Implemented

Planned

arch_prctl
clone
execve
exit
exit_group
futex
getpid
getrlimit

get_thread_area
getrlimit
ptrace
rt_sigtimedwait
set_thread_area
setrlimit
signalfd
signalfd4

kill

pause

ptrace2
rt_sigaction
rt_sigpending
rt_sigprocmask
rt_sigqueueinfo
rt_sigreturn
rt_sigsuspend
set_tid_address
setpgid
sigaltstack
tgkill

vfork

wait4

goooboooboooboobooobooboobooboobooboobbUdMceKernelO O
U000 Linux0ODOOO0OOOOOOO0ODOOO0ODOODOODOOOOOOODOOODOODOO
goboooobooobooobooobooobooobooooboooobooooobooo
gobooboobboobooboboooboobboobbooboobbon

4.3.1 0O0O0OUO

McKemel UOOOOOO0ODOOOOO0OODOOOOODOOOOODDOODOOOO
ooosbooooon

1. McKernel OO ODOODOODOODODOODODODO

2. McKernel 00000000 O0ODOOOOOOODOODOOOODOOODOOOD

McKernel O O0O0DOO0O0O0OO0OO0DOOODOOOODOOOsched_setaffinity() 00
OCPUDODOOOOOOOO sigaction() 00000000 O0O0O0O0O0O0O0O CPUDODO
O000000mmap() O forkQO OOODOOOOOODOODOOOODO

McKernel UODODOOOOOOOOOOODOODOODODODOOOOOOODOODOODO
gettimeofday() DO OO 0OOODOOOOOOO

OO00D000 McKernel D OOODOO0OOOOOOOO O 4.100 4.200 4.300 4.4
oooOOoDoOoOoboOoO00obOOooboOgooosoobooo

4.3.2 0OD0OOO0OOO0OOOOOO
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9

0 4.2: McKernel OO0 DO O0OO0OOOO0DOOOOOOODOO

Implemented Planned

brk get_robust_list

gettid mincore

madvise mlockall

mlock modify_ldt

mmap munlockall

mprotect set_robust_list

mremap shmat

munlock shmctl

munmap shmdt

remap_file_pages shmget
process_vm_readv
process_vm_writev

0 43: McKernel DO DO ODOOOOOOOODOODOODOODOO

Implemented Planned

sched_getaffinity alarmt
sched_setaffinity getitimer®
gettimeofday®
nanosleep®
sched_yield
setitimer®
settimeofday®
timeb

times®

These system calls are delegated to Linux for the moment.

1. request page
2. response page
3. 00b0bOOob IKCODOnog
(a) SCD_MSG_SYSCALL ONESIDE IKCO O OOO

4. mecexecO OO OOOOO

request page 0 OMcKernel 0000000 CPUOOOOOOOODDOOODOOOODO
00000 McKernelOOOODO OSOOOO0O

response page D O McKernel 0 OO0 000 CPUOOOOOODODOOOODOOOODO
00000000000 OSO0 McKernelOOD OO

O 44: McKernel 0O DOOOO0OOODOOOOOOODOODOOOODO

Implemented Planned

Original Interface PAPI Interface
pmc_init
pmc_reset
pmc_start
pmc_stop
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0ocCcpPUDOODOODOODOOODOOODOODIODOODOOODOODOODDMceKernel
d0ooooogooocpud0OO0OOoDOOOoODOODODOOODOOOODOOOODOn
goobobobobobobobobobobooboo

00000000 IKCOOODOOOrequest page 0000 O0OO0DOODODOODOOODO
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OO0000000 OSO SCDMSG_SYSCALL ONESIDE IKCO OO OO DO OO Orequest
page 000000000 ODOODOOOOOOPIDODOOOODO

3. mectrlJ0IKCOOODOOOOODODOOOOODOOOOODOO CPUDODOOOODO
Ubobobooboboboobob00O meexecODODODOOODOOOODODOOD

4. meexecHOUOODOO0ODOOOODOOOOOrequest ppge 00O OODOOOODOOO
UO0O00d0ooOoboboOO0n response pageJ O OO OO

5. McKernel [0 Oresponse page 100000000 DOOODOresponse page 01 00000
oooooooooooo

6. 000D bOOo0bOoobooboooboobooobooboboooboobooan

4.3.3 0DO0O0OO0OOO0ODOOO

gbobooboooboboobooobboobooobboobooan

4.3.3.1 gettimeofday

Intel 6400000000 Linux 000 0gettimeofday() 0000000 O0O0ODO
vsyscall _gettimeofday () vsyscall OO O Uglibc0O0O0O0O0O0O0O0O0OO gettimeofday()
O00DO0O000Intel 64000000000 McKernel I vsyscall_gettimeofday() U
oooo

vsyscall gettimeofday() O McKernel OO O DO ODOODOOOODOODOODOO

1. gtodO OO
2. vsyscall _gettimeofday() OO

3. TSCOOOO
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1 gtodOOODOOOOD OSUUOU LinuxOOOODOOOOOODDOOTSCOOO struct
» timevalJO0OOO0O0OOOCOOCOODDDOOOOOOOO0O0OOOCODOOODDDOvsyscall
s JO0000000oobobooooobooooobbo0ooboboouobbOUdysyscalld D
+ DO0OO0O0DOO0OOOgtoddOO0DOOgettimeofday) DO DOOOOODODODO TSCOO
s 0000000000000 0D0OCO00O0OOmectrl000D0OO0O0ODOOOOOOODOODO
e UOODDO0ODOODDOODLOODDOODbDOO

7 gtodOODOOOOOOODOOO

8 1. tsc: OODODOOOO TSC

9 2. timeval: O OOOODO struct timeval

10 3. prev_tsc: UOOUOOO0OODO gtod.tscUOOOOOOOMO

1 4. prev_timeval: DO ODO0OOODOO gtod.timeval U O OODOOONO

12 vsyscall _gettimeofday() DO OO0 CPUO TSCOOO gtod DO DODOODOOOODO
13 00000000000 struct timeval 0000000

timevaleyrrent = gtod.timeval
gtod.timeval — gtod.prev_timeval

gtod tsc — gtod prev_tsc (TSCcurrent - gtOd.tSC)

14 TSCOOOOOOLnuxO0O0O CPUO TSCO McKernelD OO OO CPUO TSCODO
s 000000000 O00000 CPUOODO vsyscall gettimeofday() OO OOO0OOO
v 0000000000000000000000000000000000TSCOO0000
17 McKernel0OOOO 1000000000000000000McKernelODOOO APODO
s 0000000000000 0O0gtedOOO0O0OOO0ODOODOOOODOODOD

19 1. gtod.tsc OO ODOO0OOOOOOOOOOOOO

20 2. 0000 gtod.tscU U0 IA32_TIMESTAMP COUNTERO O OO DOOODOOO

21 4.3.3.2 Cross Memory Attach

22 Linux 3200 00000000000 OO0OOOODOOOOOOODOO0bOoOooOooDoOon

23 ssize_t process_vm readv(pid_t pid, const struct iovec *local_iov, unsigned

2 long liovent, const struct iovec *remote_iov, unsigned long riovent, unsigned long
s flags) ;

2 ssize_t process_vm writev(pid_t pid, const struct iovec *local_iov, unsigned
27 long liovent, const struct iovec *remote_iov, unsigned long riovent, unsigned long
% flags) ;

29 McKernel OO DO OOUOOOOOODOOOODODOOOODOOODODOOOOOOODOO

30 1. 00o0ooooooo

31 2.pid00000000O0O0DOOOCOOODOODOOOOOOODOODOOOODO
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e localiov 000 O0O0DOOODODOOOODOOODOOO
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e remote_tov UU DO DOUOOOOUOOOOODOOOOOOO

1. OiovecUDODOUOOOUOOOOODODOOO0ODOO ssizetUOOOOOOOOOO
UODOEINVALOOODO

e 0 100DOODLDOODDOODLOUODDOODUODDbDOODbDOODDbDOOD

1. local_iov 00 iovec OO ODOOOOOOOO
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. bgboobobooboboooooboooboboobOobOoboboDbon
O0000{@MO000oboo01000000ooooon)

4.3.4 O0OO0OOO0OODOOOOOOOOO

goboolobobooboobboooboobboooboon

4.3.4.1 Cloning a new thread forming a new thread group

The Linux side must track a thread group information for a new thread which is created
through clone() system call with CLONE_VM flag set and CLONE_THREAD flag unset. This is
because the flag combination means the new thread has its own thread group and the Linux
side need to track the information as the Linux side needs to handle thread group related
operations. For example, when the new thread calls exit_group(), the Linux side sends
signals to members of the thread group of the calling thread and the Linux side must refer
to the information to do so. But this requirement conflicts with the design decision where
the Linux side does not track the information (by making mcexec invoke clone()) when
threads are created to reduce clone overhead for application performance.

However, this combination is rarely used in the applications. Therefore, we decided
not to support this combination.

4.3.4.2 NUMAOOOO

000000 NUMAnodeOOOOOOOOOOODOOOODODOOOODO 10000
000 NUMA-nodeOOOOOOOODOOOOOODOENOSYSOODOO

4.3.4.3 msync

Only the modified pages mapped by the calling process are written back.

4.4 procfs/sysfs

McKernel 0 McKernel 00 O0O0O0OO000D0O LinuxOOODODOOOO procfsO sysfs
00000000oooooo0o00oUooooooooOooUooooooo
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4.4.1 00U
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. 0 50 Formal Verification for McKernel
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